
Cyber Laws
(Free Elective-I)
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1   0   0   1 

COURSE OUTCOMES:
At the end of the course the student shall be able to

CO 1: Specify the cyber laws.

CO 2: Describe laws relating to electronic records.

CO 3: Analyze international cyberspace laws.

CO 4: Describe offences under cyber space law

CO 5: Describe the provisions in IT Act.

UNIT-I      (8-10 Lectures)

INTERNET, E-COMMERCE AND E-GOVERNANCE: Understanding Computers, Internet
and Cyber Laws, Conceptual Framework of E-commerce, The Role of Electronic Signatures in
E- commerce.

UNIT-II           (8-10 Lectures)

LAW  RELATING  TO  ELECTRONIC  RECORDS:   Legal  Aspects  of  Electronic
Records/Digital Signatures, The Rules and Regulations of Certifying Authorities in India.

UNIT-III                       (8-10 Lectures)

INTERNATIONAL EFFORTS  RELATING  TO  CYBERSPACE  LAWS  AND  CYBER
CRIMES:  International  Efforts  Related  to  Cyberspace  Laws,  Council  of  Europe  (COE)
Convention on Cyber Crimes.

UNIT-IV           (8-10 Lectures)

PENALTIES, COMPENSATION AND OFFENCES UNDER THE CYBERSPACE AND
INTERNET IN INDIA: Penalties, Compensation and Adjudication of Violations of Provisions
of IT Act and Judicial Review, Some Important Offences under the Cyberspace Law and the
Internet in India.

6



UNIT-V           (8-10 Lectures)

MISCELLANEOUS  PROVISIONS  OF  IT  ACT  AND  CONCLUSIONS:  The  Role  of
Electronic Evidence and the Miscellaneous Provisions of the IT Act.

TEXT BOOK:

Harish Chander, “Cyber Laws and IT Protection”, 1stEdition, PHI/Pearson, 2014.

REFERENCE:

VivekSood, “Cyber Law Simplified”, 1stEdition, Fourth Reprint TMH, 2008.

WEB REFERENCE:

http://www.cyberlawsindia.net/2sides.html. 
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